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Confidentiality Series Handout
Confidential Information Protection and Statistical Efficiency Act of 2002 (CIPSEA)

Information about CIPSEA:  CIPSEA is Title V of E-Government Act of 2002 (Public Law 107-347) and was signed into law December 17, 2002.
  CIPSEA has two subtitles:

· Subtitle A - Confidential Information Protection:  This offers a consistently high level of protection to information provided for statistical purposes under a pledge of confidentiality.  This subtitle applies to all executive branch agencies.

· Subtitle B - Statistical Efficiency:  This is directed toward sharing of business data among three statistical agencies (the Census Bureau, the Bureau of Economic Analysis, and the Bureau of Labor Statistics).  This subtitle has no direct effect on other agencies.

Subtitle A of CIPSEA establishes several requirements for Federal agencies when they collect information for statistical purposes, under a pledge of confidentiality, from individuals or organizations.  An agency must ensure that the information collected:

(1) be used only for statistical purposes;

(2) is not disclosed in identifiable form to anyone not authorized by Title V; and

(3) is safeguarded by controlling access to, and uses of, such information.  (See Section 511.)

In sum, the Act states that data or information acquired by an agency under a pledge of confidentiality for exclusively statistical purposes shall not be disclosed by an agency in identifiable form and be used only for statistical purposes, except where the agency has received the informed consent of the respondent (see Section 512).  CIPSEA contains fines and penalties for unauthorized disclosures of information collected under a pledge of confidentiality (see Section 513).

The Act also states that when a statistical agency or unit collects information for nonstatistical purposes (as authorized by law), it must provide notice to the public, before the data or information is collected, that the data or information could be used for nonstatistical purposes.  Data or information collected for nonstatistical purposes must be clearly distinguished from data or information collected for a statistical purpose.

Developing implementation guidance for CIPSEA:  In April 2003, the Office of Management and Budget organized an Interagency Team on Implementation Guidance for the Confidential Information Protection and Statistical Efficiency Act of 2002.  This Interagency Team was chartered by the Interagency Council on Statistical Policy and has representatives from the agencies comprising the Council.  Neil Russell (neil.russell@bts.gov; 202-493-2147) is the representative from the Bureau of Transportation Statistics on the Interagency Team and serves as the liaison for operating modes within the Department of Transportation.

References and Technical Resources

1. Federal Committee on Statistical Methodology (FCSM).  Report on Statistical Disclosure Limitation Methodology (Statistical Policy Working Paper 22).  Washington, DC:  May 1994.  <http://www.fcsm.gov/working-papers/spwp22.html>

Abstract:  Statistical Policy Working Paper (SPWP) # 22 is a valuable resource.  The goals of the Subcommittee that prepared this report were to:  (1) update a predecessor committee’s report on the same topic (SPWP # 2); (2) describe and evaluate existing disclosure limitation methods for tables and microdata; (3) provide recommendations and guidelines for the selection and use of effective disclosure limitation methods; (4) encourage the development, sharing, and use of software for the applications of disclosure limitation methods; and (5) encourage research to develop improved statistical disclosure limitation methods, especially for public-use microdata files.  Chapter 2 is a “primer” and is especially useful for those who want to learn basic concepts.

2. Confidentiality and Data Access Committee (CDAC):  This is FCSM’s first “interest” group.  CDAC’s web site <http://www.fcsm.gov/committees/cdac/cdac.html> includes a useful set of materials, e.g.:

· Checklist on Disclosure Potential of Proposed Data Releases
Abstract:  The Checklist consists of a series of questions that are designed to assist an agency's Disclosure Review Board to determine the suitability of releasing either public-use microdata files or tables from data collected from individuals and/or organizations under an assurance of confidentiality.  Section 4 pertains to microdata files that contain information from individuals or establishments, while Sections 5 and 6 refer to tabular data from individuals and establishments, respectively.  This Checklist is based on one used at the U.S. Bureau of the Census.  In creating its Checklist, CDAC has liberally borrowed descriptions and definitions from SPWP # 22.
· Confidentiality and Data Access Issues Among Federal Agencies

Abstract:  Federal agencies publish data to meet the needs of data users and to fulfill legislative mandates.  Various federal laws require certain agencies to collect and disseminate data to the public and other governmental organizations.  An agency must also protect the confidentiality of the data providers as required by applicable law.  This brochure describes some examples of data protections used by federal agencies - legal sanctions, removal of personal identifiers from data sets, the application of statistical procedures to published information, certificates of confidentiality, institutional and disclosure review boards, and restricted data access (research data centers, remote access, special employee status and data licensing).  Key references and websites are appended.

· Restricted Access Procedures

Abstract:  This document discusses methods for providing access to statistical data while limiting the risk of disclosure of confidential information.  The methods include Research Data Centers (RDCs), remote access and on-line query systems, research fellowships and post-doctoral programs, and licensing agreements.
· Panel on Disclosure Review Boards of Federal Agencies:  Characteristics, Defining Qualities, and Generalizability
Abstract:  This panel was presented at the 2000 Joint Statistical Meetings.  The panel was comprised of members of the Disclosure Review Boards from four federal agencies (the Bureau of the Census, the National Center for Health Statistics, the Bureau of Labor Statistics, and the National Center for Education Statistics).  Their papers, along with the remarks of the chair and discussant, are contained on the site.

· Identifiability in Microdata Files

Abstract:  This document provides an understanding of what variables and types of data might make individual respondents identifiable in a microdata file.
3. American Statistical Association’s Committee on Privacy & Confidentiality has two useful resources:

· “Surveys and Privacy” brochure <http://www.amstat.org/sections/srms/brochures/surveyprivacy.pdf>

Abstract:  This brochure is a guide for a general audience on how and why survey data are collected and methods used to maintain confidentiality. Especially designed to assist persons asked to participate in surveys. 
· “Privacy, Confidentiality, and Data Security Website” <http://www.amstat.org/comm/cmtepc/index.cfm>

Abstract:  The objective of this website is to provide the most useful information about methodological, legal, ethical, and technical issues that are important for protecting and using statistical data.  This site is designed to provide links to articles, reports, guidelines, laws, ethical codes, and other information sources related to privacy and confidentiality.  The references were chosen to provide a broad range of applications.

4. BTS Confidentiality Seminar Series

Abstract:  The list of seminars in this series is posted on BTS’s web site <http://www.bts.gov/confidentiality_seminar_series>.  Slides will be posted on this web site after each seminar.



� The E-Government Act of 2002 is 72 pages in length; CIPSEA is on the last 9 pages.  The web site for the E�Government Act of 2002 is <� HYPERLINK "http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ347.107.pdf" ��http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ347.107.pdf� >.


� For information about this BTS seminar series contact either Neil Russell (� HYPERLINK "mailto:neil.russell@bts.gov" ��neil.russell@bts.gov�) or Virginia de Wolf (� HYPERLINK "mailto:virginia.dewolf@bts.gov" ��virginia.dewolf@bts.gov� ).
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